Module 4
IoT and Its Applications (M4-RS)

Objectives & Scope:

Understand [oT essentials—devices, ecosystems, communication models & protocols
Gain knowledge of sensors, actuators, microcontrollers (e.g., Arduino)

Learn software interfacing: writing C programs in Arduino IDE; serial communication
with PC

Design basic [oT systems connecting devices and appliances, including control of AC-
powered equipment

Explore IoT security considerations and ecosystem future trends

Develop soft skills: project communication, teamwork, presentation formats

Theory Units & Marks Distribution

Unit

AN AW~

Topics Covered Marks
Introduction to IoT: devices, use-cases, ecosystem, protocols 10
“Things & Connections”: network models, system architecture 10
Sensors, Actuators & Microcontrollers 15
Building IoT Applications — interfacing, C programming, data flow 40
IoT Security & future trends 5
Soft Skills & personality development 20

Practical Component

Hands-on work based on theoretical modules using:

Arduino boards: sensors, actuators, serial communication

C programming in Arduino IDE

Building simple [oT projects (e.g., temperature monitoring, light control, smart
appliances)

How to Prepare

Nk W=

Theory lectures on IoT basics, communication, and architecture

Practice Arduino: write C sketches to interface simple sensors & actuators

Set up projects, e.g., [oT light control, temperature logger

Review security concerns, cover soft skills like documentation & presentations
Attempt mock/practice questions—especially C-code snippets and design prompts



Understand IoT essentials—devices, ecosystems, communication
models & protocols
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(Summary):
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Gain knowledge of sensors, actuators, microcontrollers (e.g.,
Arduino)

1. 99 (Sensors) HIT %.?
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2. URUCY (Actuators) W%‘?
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Arduino Uno @é

EETIE] (Breadboard) — gfhe T & ﬁm
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Ed(Summary Table):

YT T AT 8? ICTETUT
LRy SCIEHEIIRATe UDIRIAW
THEUY  fparaRdis AR
ATFIPIDE IR Td $© (T HaT § Arduino

Learn software interfacing: writing C programs in Arduino
IDE; serial communication with PC

I daR SEIWRIT - Arduino IDE H C WRITRAT ik Wifvaa sy =
1. Arduino IDE T %?

Arduino IDE (Integrated Development Environment) Ud IigeatR g forgs 3 ¢ a1 c++
TS B TR feRaaR Arduino SI€ TR U ahd ¢ |

RG] fawur

YINT  C/C++ YR



faiwar faazor
@E’Eﬁﬁ Windows, macOS, Linux

HBJT HIT Code Editor, Compile Button, Upload Button, Serial Monitor

2. Arduino ¥ C WRITTHT @t gard} T==
Arduino UTITH &1 Sketch g1 SITd § | STH &1 J3d HaRH 81 &

void setup () {
// U8 $IS Had U §R FAdl § W& Arduino Y& BNl ©
pinMode (13, OUTPUT); // T 13 @I 3M¥cYc & ¥Y T AT AT
}

void loop () {
// U8 B8 IR-IR TAdl ©

digitalWrite (13, HIGH); // TO09 13 &I 39 &%
delay (1000); // 1 A8 Ih
digitalWrite (13, LOW); // T 13 @ 3B B
delay (1000); // 1 A8 Ih

}
g UNITH Uh LED Bl 8 1 Abs H 34T 3R 3T Har gl
3. Serial Communication T %?

Serial Communication dg RRIGT % fSrI9 Arduino 3R Computer TaH o 2eT TLAT I
g Uo IHg U foc doav |

Lar] framom
ST BT Arduino - BT

ST AT HRAT HER — Arduino

el Arduino IDE &1 Serial Monitor SUD] s%&mm hdl %’



4. Serial Communication ®T PIS (3alexU)

void setup() {

Serial.begin (9600); // HIRUA HRHABYH FF DX (9600 baud rate W)
}

void loop () {
Serial.println("Hello from Arduino!"); // ®HEI o S O
delay(1000); // & s H TP TR HAS

}

old U Serial Monitor @@fﬁ, 319 "Hello from Arduino!" E'T@W é@” |

5. 918 3R Ui &8 T2

Arduino IDE &ici

Tools > Board > Arduino Uno (Ul EIRNEIS] EPI)
Tools > Port > COM3 (IT Sl UI¢ Arduino ¥ S[ST 8)
iR g ford @TUploadWﬁTﬁ

b=

Hq qrd (Summary Table):

cifu® faaror
Arduino IDE HIe forg SR UoA HT W dTR
C UrtET Arduino o foTT TRl BIfST
Serial Communication Arduino 3R PC & &9 ST SHTGH-UGH

Serial Monitor ﬁ@ﬁé’@ﬁx’)ﬁ?ﬁﬁﬁ%%ﬂ@

Yfeewra & fore gama:

« Arduino Uno + USB &H&d
« LED 3R IR (B'eT Uiolae)
e Serial Monitor ﬁﬁ@ﬁf 'J:I\ﬂ'-ll BﬁT a{q'-ll




Design basic IoT systems connecting devices and appliances, including control
of AC-powered equipment

aR® [oT ReH fewga
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2. 3R 10T RIEH & I€H (Components)

qeH Eau
qaR ST HIYAT 8 (S dTGH)
HISIH IR (Arduino/ESP8266) 0TI T § 3R UaR 3T ?
TSUCT (Relay/Motor/LED) ST TR fpaT axar g
eqd (Wi-Fi/Bluetooth) FATFICT UGH Bl &
HiaTsd TU g1 99 §e3%hy goR $2XWB Y (Control Panel)

3. AC Powered Equipment 1 HEId BT

AC IUPIT S TRET, e, Tex U7 31 WY Arduino T T8 Siig ST Tebd il a1 8T8
dleeol IR 9ad & | 3 o7 §H Relay Module T 3TN B & |

Relay AT hIdl %?

e Relay U &I O¥1 § ORI Arduino Heid BT B |
. T8 AC UTAR B AT/3MTP BT B |
e Arduino — Relay — AC feareyg



4. TP df P 10T YIS — AT AI3C Held
@ TP Aol

e Arduino Uno / NodeMCU (Wi-Fi dIcl)
e Relay Module (5V)

[ ] AC W

e Jumper wires

InTSﬂEFT Q’q (@f@ Blynk T MIT App Inventor q a:ns‘ TI_S‘;)
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Arduino Relay ﬁ]?TR W?ﬂ%

Relay AC §¢§ 1 31 7 3{1th HdT §
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5. 3 WS Woiaed & I UL:

Holae faazor
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WTE aTex v g} & 91t & SFuR gu arg,

WS SR Al Alsd A Aldh/ 3D

(Summary Table):
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loT Reeq IR + ARDIDH IR + Acddh + TaU
ACEE_@?T Relay BT SUTRT dRb

Arduino/NodeMCU ?’;ETWW% 3R ma?ﬂ%
EICIE Ry guR gRI =0



Explore IoT security considerations and ecosystem future trends
ToT JR&T faR 3R Ufasr & S
1. IoT T %? (Revision)

IoT (Internet of Things) WW%W%@%@? (ﬁ@ @I’I—CFW, F:I'I_CFEIVW, U, TR
3TfE) Texe W ISHR 30T H ST VAR 3R TR X g |

2. ToT GRE&T & H?E'U;Ufﬁ?-lﬂ (Security Considerations)
IoT fEaZaY 2exe ¥ TS B €, TTME 39 IR AIEER 3ed HI W eIl g

TRET A FSI GH=T:

GeRT faazor
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f&arsd &t ugar = T (1D theft) THaH fSa2T IR Reew & guus

R&T 3UTT (Security Solutions):
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3. 10T Ecosystem (Future Trends)
3T a1 TG H 10T 3R ot 16T 394, W1 3R JRféd g1 aran |

Yfaer ot g1 ugfr:
S fqazur
Al + loT (AloT) MTERARITd Sfereia 3iR 107 &1 e - fSargaw ge d fofa

5G Ffaefadt ST Ao Aadh, SgR B1aH 3R BH el
TATE RIER (Smart Cities) [, I ATSE, UTThTT - T 10T H IS
TRIFW IoT fger-eTgH g Aie R fEargad

e B R P gl Ay AiaTsd a1 9159 I Sbeld gl
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AR (Summary Table):
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HRET HHRTE 5, ST dIYY, IRy
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(Develop Soft Skills: Project Communication, Teamwork, Presentation Formats)
1. Aive e | 82

e fRped 3 SAfaTd 0T 8ld § S 88 GERI & ITY 3 | BT $4, WU 9911, 3R
THTTRITE &7 F U= 31+ J Hag HRd ¢ |

d@1! [ (Technical Skills) P TATY-TTY Soft Skills Ht Tgd T 5|

2. Project Communication
T2

Project Communication d[ Hddd %z

T & gt 3R MIS/ARR & diF AP, THY UR 3R gl THSRY AT BT
e Al
fepa SATERU
L ECIE] Tioiae Bt YT BT A1t Xeg & ST
AT 3R JHEAT EH DT IR 3R a1 TR & 1
s / Ruié da= Uisiae W (progress) 1 RUIE &1
Meeting skills ~ Tife1 & T} o) GHSIMT 3R JATY G




3. Teamwork m

HTE?
Teamwork BT HAAS §: Th I1Y AR Uioiae I I I
=3 3ea:

pa ISRl

SR AT U1 HTH 99T R BT

TEANT HAT  SReXd TS+ IR GIR DI HGE Bl

MTEIPIAT  CIH D 83 Ual DI G BT G

faaTe gagm=T Ul Tug ¥ THrs &1 qH1U™

qre 3 "A good team is better than a group of good individuals."

4. Presentation Formats
& Usie B2

u‘laqc%um B & 916 39 GURI b A WHTGRITAT 31 | W =11 ol T Hgayul |ite
RPa gl

@ ITHT IS¢ Biiey:
wite frar
PowerPoint (PPT) ESIECRUIEISIECINMECIE]
UG 9IS (Display Board) TS, {7, 3R ¢Re & 1Y
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3! UeiewH & feom:

o % 3R TS &R (Clear Text)
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(Summary Table):

eff® EEAS
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Practical Component

Hands-on work based on theoretical modules using:
e Arduino boards: sensors, actuators, serial communication
e C programming in Arduino IDE

e Building simple IoT projects (e.g., temperature monitoring, light control, smart
appliances)

Arduino TISH - AR, TagUcr iR Hifvaa srge==
1. Arduino TIT 8?

Arduino U% BT, T 3R 3NUA-T AIghIcbeIaR a8 &, SrdT SUaiT gadeii—d
Tolaed 3R IoT Red & fHar Jrar g




RG] faazor
e Arduino Uno, Nano, Mega 3 a

TR ¢/C++ (Arduino IDE H)
JUINT IR T ST AT 3R Tauer Hl dreld HRAl

2. Sensors (ﬁ'@m —wm
YR 3 fEa3H € ot aTaTaR0l § THSRI IHET IR & |

AR BT AT HIYdT 22 ISR

Temperature Sensor (LM35) dTHTA F:I'I_cF %ﬂﬁ?

Light Sensor (LDR) PEARICARE]] &ﬁ%@?w
Motion Sensor (PIR) Tfd &t 3

Gas Sensor T e feaa AfFef
Sound Sensor SICIN] aﬁqﬁwm

WX Arduino B Sl ﬂaﬁ% — Arduino ST ST & SR oty A %l

3. Actuators (TIIUCR) — T3 ye fSarsy
Actuators a1 %ﬂ'@ % S Arduino & Gm I ﬁ's‘ forar (Action) Hd %I

THRIUER HT A rd AR
LED S /G Hobd

DC Motor HAT W%q‘%ﬁ
Relay Module AC %TJI'I'EW &ﬁ:[/\}ﬁq? dod, U@l Ug
Buzzer IGICAECANEI] e Red

Servo Motor mﬁw ¢ SR did



4. Serial Communication Gﬁﬁ'qﬁ JOR)

Serial %ommunication Arduino 3R SR (I ﬁ@ﬁﬂ) & dIg SeT UolA 3R UTe H3A &
qishaT g |

foran S5

Serial.begin (9600) ; YIR YR HRAT § (baud rate 9600)

Serial.print () @am%(output)

Serial.read() @ETWWT%(input)
Serial Monitor Arduino IDE ﬁ%ﬂé@ﬁﬁ@ﬂ
I HIS:
void setup () {
Serial.begin (9600) ; // Serial communication Y[¥ B

}

void loop () {
Serial.println ("Hello!"); // B UHS H Hello N

delay (1000) ;
}

g BIS Arduino ¥ HHER R &R JH S T AU UordT 7|
5. Arduino § IR 3R TIUER $4 132
HTYRUT HAGRI IGTERT:

feargw HATH

LDR Sensor A0 U (Analog Input)

LED Digital Pin 13 (OUTPUT)
Relay Digital Pin 7 (OUTPUT)

PIR Sensor Digital Pin 2 (INPUT)



(Summary Table):

T faaRor
Arduino TR 3R THUeR &I (aHd o3 aran i
Sensor $TYC ST (ST Nl &)
Actuator 3T3CYC ell § (USRI BT 5)

Serial Communication Arduino <> X & dd Hdla

Practice:

« LDR I AT UGH LED 3HT/3HTH B3
. AOEE AR Y Ser difad W e
WQRelay$meﬁ

Arduino IDE ® C WHITRAT

Arduino IDE T %?

Arduino IDE (Integrated Development Environment) Ud AroedaR § foraer Iuam
Arduino S8 1 YR &= & 7€ {301 ST 81 399 69 € A1 C++ UTHT § H1S forad B

gg Gh'q:f-@ﬁ, 1 @Tﬁ@ﬁm/macos %WW%I

C URITHAT &Y Je [T (Basic Structure)

ETArduinom'ﬂmmSketchﬁTW%ﬁﬁH@W@ﬁ%;

0 1. setup () WIF'I
Ig B fh T 9 Il §, 51§ Arduino I BT |

void setup () {

// f09 & g99e a1 eM3eye &

pinMode (13, OUTPUT) ;



}
‘ 2. loop() W
g oM IR-dR Jadl @ 919 db Arduino 319 g1

void loop () {
digitalWrite (13, HIGH); // LED S3{H

delay (1000) ; // 1 YHs Ih
digitalWrite (13, LOW); // LED 3
delay (1000) ; // TR 9 &

C Programming & Hg«@YUl BaRT Arduino H

R Caui

pinMode (pin, mode) Wﬁ:{aﬁiﬁgcm&lldcliC @HIdI%
digitalWrite (pin, value) fU I HIGH (on) TTLOW (off) BIATE
digitalRead (pin) o o) fufa ugar 8 (HiGH T1 Low)
analogRead (pin) TATANT {9 ¥ ST Ugdl § (0-1023)
analogiirite (pin, value) T UR pwM RIUA TR (0-255)

delay (ms) fau e el e s a9 SaR SR §

Serial.begin (baudrate) IIRIA m%ﬁaosem Y= Bl g

Serial.println("text") WHII#EQWWW%



& Rivd IS18I0I: LED i s

void setup() {

pinMode (13, OUTPUT); // fU4 13 &I 33cYc &-1T
}

void loop () {

digitalWrite (13, HIGH); // LED 31
delay (500); // 0.5 Ubg TP
digitalWrite (13, LOW); // LED 3
delay (500); // 0.5 Ubg TP

& 30 3GTeRT UielacH

olae Carkau]
Button Press Wa_cﬂefq? LED \’riv'l:[
Light Sensor IR &b IR LED STard /gl

Serial Communication Arduino @rmwﬁ@ﬁr WS

Temperature Monitor dTTHT TR T ST Yol

Arduino ¥ ®IS TS B B2

1. Arduino IDE @ﬁ

2. GBI NS SR UIE -

o Tools > Board > Arduino Uno
o Tools > Port > COMX

3. pis ford
4. "4 Verify" UX faa® B
5. "l Upload" UX fFad B



(Summary Table):

HILCg faazur
Arduino IDE &I forg= &1 Iitedtr
HTYT C/C++

setup() Wawaam%
loop() IR-IR IAdT g

H’@JW pinMode, digitalWrite, Serial.println 31 q

HIYRYT ToT WSt g1
(Building Simple IoT Projects)

IOTWWW%‘?

IoT (Internet of Things) PISES Udh QﬂT Req Eﬁ?ﬂ % forad ﬁw TRUCY, qﬁﬁﬁm
(S Arduino T NodeMCU) aﬁwaﬁawrs@waw%%amﬁwﬁmw%l

1. Temperature Monitoring System

A4

STARYHdIY:

Arduino Uno / NodeMCU

Temperature sensor (LM35 9T DHT11)
Jumper wires, Breadboard
Serial Monitor Ul LCD display

HTH B HIAT 3:

1. YW A AT @

2. ArduinoBﬂ@?Ta'ﬁqE_dT%

3. 3T Serial MonitorQIITLCDEITE@WIT\_STI?IT%r

4. THUSR (Y U +t SiS Tehd § — ATodT SaTaT 81 df ukal T b




PIS BT fgw:

int sensorPin = AQ0;

void setup() {
Serial.begin (9600) ;

}

void loop () {

int reading = analogRead(sensorPin);
float tempC = reading * 0.488;

Serial.print ("Temperature:
Serial.println (tempC) ;
delay (1000) ;

2. Light Control System (Y13 fArd=o1 yoTTedh)

A4

SATAGh dTd:
e Arduino / NodeMCU

o Light Sensor (LDR)
e Relay Module

e BulbdTLED
A FTH HIAT&:

1. LDR YobT= AU §

2. e UHIRI HH %, dl Arduino Relay ﬁm WT%

3. Relayﬁ Bulb &ﬁI:TEﬁG'IHT%

DIS SEIGIUI:

int 1ldr = AOQ;

int relay = 8;

void setup () {
pinMode (relay, OUTPUT) ;

}

void loop () {
int val = analogRead(1ldr);
if(val < 300){

digitalWrite (relay, HIGH); // @Ige 34

} else {
digitalWrite (relay, LOW);

// |IEe B



}
delay (500) ;

}

3. Smart Appliance Control (¢ 3UHT f=i70m)
3GTEYUT: HIATSd QU U U 3HT/3ITh ST

A4

STARY P dIY:

« NodeMCU (ESP8266) — Wi-Fi ATShIdha e
e Relay Module

e ACTUHW Tl ded

. qﬁwﬁq(@ﬁ Blynk dT MIT App Inventor Q’C{)
A BT HIAT8:
1. Aiasd WU A HAHTS Holl Srdl §

2. NodeMCU e3¢ J HHIS Ugdl &
3. Relay 3IT/3{T% BIdT g 3R U1 Ial/FdHdl §

ERS| Rrca o Wi-Fi enabled home automation 1 el NIldl % |

(Summary Table):

Hiotae T ST IW/THUeR  3M3eye
Temperature Monitoring ATUHTT gl LM35/DHT11 Serial T LCD
Light Control UHTRT & S{JUR ded LDR + Relay LED/Bulb

Smart Appliance Hiegd ¥ f$argd deld Relay + NodeMcU Tgl/dq



